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1. Executive Summary

Most companies depend on other companies to supply
goods and services — many companies depend on
hundreds of suppliers for thousands of parts. These
suppliers in turn often have many sub-suppliers, and so
on. Such supply chains are becoming increasingly more
extended, more complex and more global. An event on
one side of the world can stop production or delivery of
a service on the other side of the world. The event may
be a natural disaster (such as an earthquake or flood),
or a man-made or other event (such as an explosion, a
labour dispute, a company insolvency, an environmental
protest). The event may be large or small, and the
company experiencing it may be large or small, but if it
disrupts the supply of a critical component or service,
the consequences can be equally severe in terms of
financial and/or reputational impact.

An event on one side of the world
can stop production or delivery of
a service on the other side of the
world

The financial impact can be a near-term temporary drop

in profits (because of increased costs and/or reduced
sales) and shareholder value, and/or a longer-term more
permanent loss of market share (as competitors take
customers or a new product launch is delayed). The non-
financial impact can be long-lasting damage to a company’s
reputation or brands, if unethical behaviours within the
supply chain become associated with the ‘front’ customer-
facing company. Market share and reputation can both be
very difficult to rebuild, particularly with fast-moving and
fashionable products, such as cars, consumer electronics
and clothing.

Such critical financial or reputational dependencies on tier-
1, tier-2 or higher-tier suppliers are often not appreciated
until after a disruption to the supply chain occurs. And as
supply chains grow in complexity, the number of supply
chain disruptions is increasing. So many consumer goods
(such as cars, electronic products — computers, phones,
cameras — and clothing) sold in the markets of North
America and Europe are increasingly manufactured in whole
orin part in the Far East.

These supply chains encompass multiple suppliers from
countries such as Bangladesh and India, and on through to
China, South Korea, Taiwan and Japan. In recent years, a
number of catastrophes (earthquakes, tsunamis and floods)
in countries such as Japan, China, Taiwan and Thailand

have highlighted the extent and significance of these supply
chain risks.

Supply chains can involve not just the physical production
of parts, but also require access to utilities (such as power),
the operation of IT, telecommunication and transport
networks, and the provision of services such as back-office
processing and operation of call centres — disruption to any
of these can cause the supply chain to seize up.

This report examines the nature and growing importance
of supply chain risk. For the purposes of this report, supply
chain risk is taken to be any disruption to the quantity or
quality of goods and/or services sourced from third parties.
The risks introduced by the growing trend for outsourcing
are compounded by other business developments such

as offshoring and lean manufacturing — which have made
supply chains more cost efficient but have increased risk
and made them more fragile. Supply chain risks are often
highly interconnected.

The Appendix to the report is a series of case studies of
recent supply chain disruptions. The three main cases
considered are the Japan earthquake and tsunami in March
2011, the Thai floods in July 2011 and the grounding of

the Boeing 787 Dreamliner aircraft in January 2013. These
are supplemented by 14 other case studies, covering
disruptions due to a range of natural perils, and man-
made, economic and other causes. Each case study briefly
describes the event and then reviews the main business
impacts on the affected companies.

Most of the supply chain disruptions examined in these
case studies should not have been complete surprises to
the companies involved. Earthquakes, tsunamis and floods
usually only occur in regions known to be prone to such
natural perils; and disruptions caused by man-made factors
such as economic difficulties or labour unrest tend to
develop over time, and are not sudden or accidental events.
Hence, these case studies highlight some important widely
applicable failings:

* Failure to anticipate the consequences of reasonably
foreseeable events (e.g. earthquakes in well-known
earthquake regions - see the Japan, Taiwan and
Chile case studies; floods in well-known flood
plains — see the Thai Chao Phraya case study) and
to monitor early warning signs (e.g. labour problems
—see the US West Coast port lockout, G4S, Nike,
Apple and IKEA case studies).

e Failure to appreciate the dependence on single-
source suppliers (see the Evonik explosion case
study), or a cluster of suppliers all in the same
geographic region and hence all suppliers’
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exposure to the same peril (see the Japan and
Taiwan earthquakes, the Thai Chao Phraya flood

and Buncefield explosion case studies). Even if a
decision is made to dual source a critical component
from two tier-1 suppliers, they may both depend on a
common tier-2 supplier.

Failure to appreciate the exposure to utilities and
communication and transport infrastructures
around suppliers (see the Japan, Taiwan and Chile
earthquake case studies).

Failure to understand the implications of the
extension of supply chains to tier-2, tier-3, etc.
suppliers, and the loss of control over quantity and

quality.

Failure to monitor and inability to maintain risk
management standards consistently throughout the
supply chain. The overriding concerns are usually
the cost and quality of goods and services provided
by the direct supplier, with less focus on the
compliance with health & safety standards and good
employment practices throughout the supply chain
(see the Nike, Apple and Mattel case studies).

Failure to understand potential reputation

consequences, not just the financial cost, of supply
chain disruptions.

e Failure to fully appreciate the speed and power of
social media in spreading news or concerns about
issues in the supply chain.

Supply chain risk is an enterprise-wide risk. Decisions made
in the product design and development stage, decisions
made about locating production facilities, decisions made
about manufacturing technologies, decisions made about
purchasing components and the choice of suppliers,
decisions made about outsourcing functions and services,
decisions made about marketing and distribution strategy,
and many other strategic and operational decisions, can all
have an impact on the ultimate level of supply chain risk.

A 2008 survey by McKinsey found that 57% of those asked
said that reducing costs was the biggest strategic goal for
the supply chain'. This overriding desire of the procurement,
manufacturing, finance and other departments to reduce
costs will aimost invariably increase the frequency and
severity of supply chain disruptions — leading to potential
tension, particularly between the procurement and risk
management functions. There is an obvious danger that
companies do not achieve the required clear and integrated
ownership of supply chain risk management.
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2. Introduction

The main objective of this report is to provide details of
some recent supply chain disruptions to illustrate the
range of events that can cause such disruptions and
the scale of impacts such disruptions can cause to the
companies involved, both directly and indirectly. The
report was compiled from desk research and analysis of
the many articles and reports published on this topic.

Firstly, two definitions of what constitutes a supply chain:

e All the processes involved in manufacturing,
distributing, storing or servicing goods, from the
basic raw material produced through to the final
customer?.

* The network of organisations that are involved,
through upstream and downstream relationships, in
the different processes and activities that produce
value in the form of products and services in the
hands of the ultimate consumers.

One definition of supply chain management is:

The design, planning, execution control, and monitoring

of supply chain activities with the objective of creating

net value, building a competitive infrastructure, leveraging
worldwide logistics, synchronising supply with demand and
measuring performance globally*.

What makes managing supply chain risk particularly
challenging is that there are many potential points and
causes of disruption from the start to the end of the chain.
The supply chain for a single product or service can easily
include hundreds of companies in tens of countries across
the world. A relatively small local disruption can have a large
global impact or multiple consequences. For example: the
entire fleet of the new Boeing 787 Dreamliner airplanes was
grounded in January 2013 because of suspected problems
with the lithium-ion batteries supplied by a company in
Japan (see Boeing case study).

To assemble the 787 Dreamliner aircraft in Everett,
Washington, Boeing uses thousands of parts from hundreds
of suppliers around the world, but problems with just this
one component had impacts on both Boeing (holding up
the production of new aircraft) and its clients (the grounding
of aircraft hit the profits of eight different airlines, ironically
including Japan Airlines and All Nippon Airlines, both

based in Japan, where the lithium-ion batteries came from).
It also impacted many of Boeing’s suppliers that are on
risk-sharing contracts and are not paid until planes are
delivered®.

The definition of supply chain risk used in this report is:

e Supply chain risk is any disruption to the quantity
or quality of goods and/or services sourced from
another supplying organisation, internal or external.

The supplying organisation may be internal, i.e. another

part of the parental group, or more often, external, i.e.
owned by a third party — a disruption in either case can

be critical. This report focusses on the easier to observe
disruptions caused by problems from third party suppliers.
Also note that for the purposes of this report we interpret

a supply chain disruption to mean that the final product or
service is either not delivered in a timely manner or to an
unacceptable standard - and so we include several cases of
what may also be labelled product recall.

Allianz Global Corporate & Specialty estimate that Business
Interruption (BI) and Contingent Business Interruption (CBI)
losses typically account for 50% to 70% of catastrophe
losses®. There are a small number of ‘classic’ supply chain
case studies in the risk management literature, where

the original ‘physical damage’ is exceeded many times

by the consequent ‘business interruption’; these include
the Phillips Albuguerque, New Mexico fire and explosion,
17 March 2000, and the impact on the fortunes of Nokia
compared to Ericssont, and the Perrier water recall incident
of 1990+

The point that small disruptions can give rise to severe
consequences is captured in the folk rhyme (probably
referring to King Richard Il of England at the Battle of
Bosworth Field, 1485):

For want of a nail the shoe was lost,

for want of a shoe the horse was lost,

for want of a horse the King was lost,

for want of a King the battle was lost,

for want of a battle the kingdom was lost.

A smaller, more recent example is that Porsche was forced
to suspend production for two weeks in 2009 when the
manufacturer of the thread used in its seat belts went
bankrupt’. The scale of the consequences for Boeing,
Ericsson, Perrier, King Richard Il and Porsche, as illustrated
in the above examples, shows the relative importance for
risk management of focussing on the impact(s) rather than
just the cause(s) of events — and applies particularly to the
management of supply chain risk.

T, I - see page 48
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3. The importance of supply chain risk

Supply chains are important, if not critical. Slone et al®
suggest that 60% to 70% of the cost structure of many
companies is embedded in its supply chain. Hendricks
and Singhal® quote a survey by FM Global of more than
600 financial executives that found that supply chain
risks posed the most significant threat to profitability,
and that a survey by Accenture of 151 supply chain
executives found that 73% had indicated that their
firms had experienced supply chain disruptions in the
previous five years.

An Oracle survey of large organisations in the EMEA region
found that 63% of businesses had reported that they had
seen disruption to their value chain beyond their control,
such as economic disruption (24%), adverse weather (19%)
and bankruptcy of suppliers (16%) — and that it took an
average of 63 days to get back to normal operations™.

The events of 2011 (particularly in Japan and Thailand)
reinforced the significance of supply chain risk. The Allianz
Risk Barometer 2013, based on the responses from 529
experts across 28 countries, ranked business interruption
and supply chain risk as the top risk concern of businesses
globally. The second-highest concern was natural
catastrophes (such as storm, flood and earthquake), which
have also increased in recent years — and are often the main
cause behind business interruptions. In the 10th annual
Excellence in Risk Management survey published in 2013
by RIMS and Marsh, business interruption jumped from

number 6 in the list of top risks in 2012 to number 1 in 2013.

Supply chain disruption most clearly features in the
manufacturing and retail sectors, but can also impact many
others. Various studies have attempted to measure the

impact of supply chain disruptions on companies, including:

* Hendricks and Singhal tracked the impact of 885
operational supply chain disruptions on publicly
traded companies from 1992 to 1999: operating
income dropped by 107%, return on sales by 115%
and return on assets by 92%".

Hendricks and Singhal further studied 519
operational supply chain disruptions over the period
1989 to 2000 and reported a decrease in shareholder
value of 10.28%".

Singhal and Sheffi estimated that supply chain
business interruptions caused roughly 10% lower
sales and 11% higher costs, leading to an average
25% share price decline (compared to industry
peers)'.

PricewaterhouseCoopers compared the performance
of 600 US public companies that announced supply
chain disruptions from 1998 to 2007 with that of
benchmark groups, and found that, on average,

the affected companies’ share prices dropped 9%
behind the benchmark group immediately upon
announcement of disruption and continued to
underperform those of their peers for some years™.
Over a two-year period, their average stock return
was almost 9% lower and share price volatility

was greater for the majority of affected companies.
Profitability was also impacted, with average return
on assets down 5% and average return on sales
down 4%.

The 17" Annual Logistics Study estimated that
economic losses from supply chain disruptions
increased 465% between 2009 and 2011,

The Business Continuity Institute reported that of
the 559 companies surveyed across 62 countries,
85% recorded at least one supply chain disruption in
20117, In the 2012 survey, 73% of the respondents
experienced at least one disruption, with an average
of five disruptions®.

Accenture reported that companies that are hit by
significant supply chain disruptions suffer an average
share price loss of 7%™.
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One worrying feature is that various surveys also report that their risk management programmes were effective or
supply chain risk management appears to be somewhat very effective; 45% felt that their risk management
deficient: programmes were only somewhat effective or not

Slone et al suggest that 90% of the firms they
studied “do not consider risk when outsourcing
production”,

ESI International (2010) conducted a survey of 615
supply chains executives and found that only half

of the organisations had a structured approach to

supply chain risk management in place?'.

The Business Continuity Institute Supply Chain
Resilience Survey 2011 of 559 respondents from
62 countries reported that only 8% of respondents
could confirm that all key suppliers had Business
Continuity programmes in place to deal with
disruptions. Further, it reported that 19% of
respondents were not strongly confident that they
could identify their key suppliers.

A Deloitte survey of 600 global supply chain
executives reported that only 55% believed that

effective at all.

The Airmic Property Damage and Business
Interruption Benchmarking Report of 2012 included
the question: Have you conducted a supply chain
risk review? The response was that 35% performed
areview using internal / in-house resources plus
6% using external resources, but that 59% had not
performed a supply chain review at all*.

With regard to potential issues concerning quality
and unethical activity, and hence risk to reputation,
research carried out by Ernst & Young’s Fraud
Investigation & Dispute Services team (covering
UK companies operating across a range of sectors
and countries) found that only 48% of UK firms
carry out due diligence in their supply chain, with a
further 30% never doing any checks. The survey of
procurement managers and directors also revealed
that only 6% have ever been made aware of
unethical activity in their supply chain®.
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4. The nature of supply chain risk

According to the Business Continuity Institute’s 4th
annual Survey of Supply Chain Resilience (published
in November 2012), the main cause of supply chain

disruptions was unplanned outages of IT and

Table 1:

Top causes of supply chain
disruptions for various
business sectors

10

telecommunications at suppliers, with adverse weather
in second place and outsourcer failure to provide
services in third place.

Sector Top causes of high Sector Top causes of high
impact disruptions impact disruptions
Financial IT & Telecoms 45% | Professional Adverse weather 1%
Services Data breach 13% | Services London 2012 7%
Qutsourcer 11% Olympics
failure IT & Telecoms 4%
Adverse weather 11% Outsourcer failure 4%
Cyber-attack 11% New law / 4%
regulations
Manufacturing | Currency 15% | IT& IT & Telecoms 1%
volatility Communications | Adverse weather 18%
Energy scarcity 15% Outsourcer failure 18%
Adverse weather 9% New law / 18%
Product quality 9% regulations
Transport 9% Energy scarcity 18%
network
Retail and IT & Telecoms 13% | Energy & Utility Adverse weather 25%
wholesale Fire 13% Fire 25%
Outsourcer 13% Health & Safety 13%
failure event
Civil unrest / 13% Outsourcer failure 13%
conflict Earthquake / 3%
Adverse weather 6% tsunami
Public IT & Telecoms 22% | Health & Social IT & Telecoms 19%
Administration | Adverse weather 17% | Care Adverse weather 1%
Outsourcer 1% Outsourcer failure 1%
failure Earthquake / 11%
Insolvency 6% tsunami
Loss of talent / Product quality 6%
skills 6%
Engineering & | Insolvency 22%
Construction Lack of credit 22%
Loss of talent /
skills 1%
Outsourcer 1%
failure
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the main cause of supply chain disruptions was unplanned outages of [T
and telecommunications at suppliers

Table 2:
Main consequences of supply chain 1.
disruptions

10.

1.

12.

13.

14.

Loss of productivity

Increased cost of working

Service outcome impaired

Loss of revenue

Customer complaints received

Product release delay

Delayed cash flows

Damage to brand reputation / image

Stakeholder / shareholder concern

Expected increase in regulatory scrutiny

Product recall / withdrawal

Payment of service credits

Fines by regulator for non-compliance

Share price fallv

57%
44%
36%
35%
35%
26%
24%
24%
20%
12%
11%
9%
7%
4%

More than 20% of the 532 respondents from 68 countries to this survey reported

suffering a supply chain disruption of more than €1 million.

11
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Supply chain risk is not only a concern for large * Reputation issues — patent infringement /
companies, but increasingly, mid-sized companies are expiry, slave / child labour, environmental
also exposed to it*® — in fact, smaller companies may suffer practices.
disproportionately more from supply chain disruptions.
4. Plus corporate-level risks:

To aid the identification of the potential causes and impacts
of supply chain risk, the following classification may be e Cost/ exchange rate issues
useful:

e [T system failure (virus, cyber, etc.)
Potential causes of supply chain disruptions:

e Social media.

1. At source (no or reduced production at supplier):
All the above can be caused by similar issues at a supplier's
* Natural causes - earthquake, flood, wind, supplier, etc.
snow / freeze, etc.

* Man-made - fire, labour strike, civil unrest,
terrorism, utility failure Potential impacts of supply chain disruptions:
* Economic - insolvency, trade credit, loss of 3. Increased costs (extra expenses)
patent, non-performance of sub-supplier. b. Reduced sales

¢. Loss of market share (e.g. delayed / missed new

2. In transit (late or non-delivery) — transportation model launch)

& logistics (including infrastructure failure —
roads, railways, airports, bridges, tunnels, fuel d. Fines (e.g. health & safety, product or food recall)
shortages): e. Damage to brand, risk to reputation.
e Natural causes - earthquake, flood, wind,

- - And all causes and costs can be experienced as part of
snow / freeze, volcanic activity, etc.

an internal (not just an external) supply chain — and do not
just have to do with ownership (although companies have
more control over owned facilities). However, outsourcing
business processes to third parties does mean that the
company no longer owns its own means of production,
knowledge creation and/or servicing of their clients”. Plus,
causes can be local or global, and impacts can be local or
global.

e Man-made — terrorism, piracy, dock strikes,
political (e.g. embargoes), pandemic /
quarantine.

3. At destination (delivery quality):

e Defective component (product or food)

12
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“l guess the question Pm asked
most often is: ‘When you were
sitting in that capsule listening
to the count-down, how did you
feel?’ Well, the answer to that is
easy. | felt exactly how you would
feel if you were getting ready to
launch and knew you were sitting
on top of two million parts - all
built by the lowest bidder on a
government contract.”

John Glenn, the first American to orbit the earth and third American in space.



5. Reasons for the growing frequency, severity and complexity of
supply chain disruptions:

The growing significance of supply chain disruptions is
identified from analysis of the case studies as being due
to several reasons (each of which is described in more
detail below):

1.

2.

14

Changing business models — outsourcing
Offshoring

Competition and cost pressures — lean sourcing
Production methods

Geographic clustering / local specialisation
Size and complexity, criticality and vulnerability
Modern communications.

Changing business models (especially
outsourcing): The basic structure of much
manufacturing industry has been changing over
recent decades. The trend in the 20th century was
for manufacturing companies to become ‘vertically
integrated’, i.e. to own and operate many of the
stages of the production processes that led up to
the final manufacture of their finished products. For
instance, in the 1920s, the Ford Motor Company
completed the Ford Rouge Complex in Dearborn,
Michigan, with its own docks, electricity plant

and iron ore processing facility (coke ovens and
foundry) to manufacture steel (rather than buy it
from suppliers) for use in Ford products: in the
1930s and 1940s, Ford Motor Company also
established plantations, Fordlandia and Belterra,

in Brazil to supply rubber for use in its car making.
Ford owned its own glassworks, forests for timber
and railway lines.

The trend in the 20th century was for
manufacturing companies to become
‘vertically integrated’

However, more recently, this trend has been
reversed, with many manufacturing companies
moving to a more ‘horizontally integrated’ mode of
operation, i.e. leveraging their specialist expertise
in one or more particular stages of the production
process, whilst subcontracting or outsourcing the
other stages to other specialist companies, thus
increasing expertise and economy of operation
but also their dependence on these other, non-
owned, companies. Companies nowadays are less

often manufacturers in the old sense of the word,
but more assemblers or ‘integrators’. Nike is the
largest shoe company in the world, but it does not
actually make any shoes. It is essentially just a
design and marketing operation, all manufacturing
is subcontracted.

Even Ford Motor Company started to go down

this route — in the days of the “New Economy”.
When Jacques Nasser became CEO of Ford in
1999, it was the world’s most profitable automaker,
with profits of $7.2 billion on sales of $163 billion.
However, he proclaimed that he would transform
Ford “from a boring old car maker whose shares
achieve a price-earnings ratio of only 10, into

a consumer-products and services company
commanding a multiple of more like thirty”#.

After Jacques Nasser resigned from Ford in 2001,
it renewed its focus on car making and it now

has relationships with 1,600 production suppliers
operating at more than 4,600 manufacturing

sites that produce 130,000 parts for inclusion in
the vehicles it sells. In addition, Ford purchases
other non-production supplies, including services,
marketing, construction, computers, industrial
materials, health care and machinery from more
than 9,000 suppliers. Overall, the company spends
over $65 billion globally per year on production and
non-production purchases®.

One further example of this trend of moving from
a vertical to a more horizontal business model

is Boeing®. In the 1950s, 98% of the early 707
aircraft was built inside the US. For the recently
launched 787 Dreamliner aircraft, Boeing itself

is only responsible for about 10% by value (the
tail fin and final assembly), with the rest of the
manufacturing being outsourced (e.g. the wings
are built in Japan, parts of the fuselage in Italy and
Japan, landing gear in France, engines in England).
Boeing now calls itself a “systems integrator”
rather than a manufacturer.

This trend to outsourcing became even more
pronounced in the 1990s in the technology
industry. Traditionally vertically integrated
electronics manufacturers, which had been
managing products all the way from design and
development, through to manufacturing and
distribution, found that they could reduce their
capital requirements and improve return on
equity by outsourcing low-margin manufacturing
operations to Contract Equipment Manufacturers
(CEMSs).
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The theory was that manufacturing was low
value-added, with the greater value coming from
understanding customer needs, product design,
marketing and distribution. It was also felt that the
CEMSs could extract greater value from the capital-
intensive production equipment (a semiconductor
fabrication plant can cost over $1 billion to build,
with values as high as $3 billion to $4 billion not
being uncommon®). This was because CEMs
could achieve greater economies of scale (by
consolidating and supplying components to
several companies), improve ‘scalability’ (i.e. ability
to increase / decrease production volumes as
required) and run their operations more profitability
as manufacturing was their core competency.

In addition to industrial companies moving from
in-house manufacture’ to ‘buy and assemble’
business models, service companies are also
increasingly outsourcing internal functions (from
R&D through to customer service) — with business
processing, IT operations, call centres, etc. often
being located in different continents.

Offshoring: Combined with this outsourcing

has been the globalisation of business, with

many of these outsourced operations also being
offshored, primarily to access lower property costs,
labour costs and raw material costs. However,
moving parts of the supply chain offshore to
emergent economies can often increase the risk
management challenges — with higher political

and economic risks (such as political unrest,
expropriation, foreign currency volatility) and lower
standards of property risk control.

These emergent economies may also have lower
risk management mind-sets — poorer labour
employment practices and health & safety
standards. This was illustrated by the tragic
collapse in April 2013 of the Rana Plaza building in
Bangladesh, which housed five factories making
low-cost garments for brands in North America
(e.g. Loblaw in Canada) and Europe (e.g. Primark
in the UK), resulting in more than 1,000 deaths.

Reports stated that the building had been built
without the correct permits (the proper building
consent had not been obtained for the original five-
storey building, it was not designed for industrial
use and a further three storeys had been added
illegally), and that factory work continued despite
deep cracks being seen in the building the day
before and the owners being asked to close the
building®.

This was the third major industrial incident in five
months in Bangladesh (after the Tazreen Fashions
factory fire, which killed 112 workers in November
2012, and another fire in January 2013 that killed
seven). Bangladesh has 3.6 million garment
workers and is the second-largest exporter of
garments in the world (60% of its exports go to
Europe, 23% to the US and 5% to Canada).

Offshoring can also increase exposure to natural
catastrophe perils — for instance, the South

East Asian region (where much production of
electronic components, etc. has been offshored
from the US and Europe to countries such as
Japan, Taiwan, South Korea, China, Thailand) is
susceptible to earthquakes, tsunamis, typhoons
and floods, as recent years have shown. It also
introduces increased transport costs and risk
into the supply chain - 90% of the entire global
trade flows through 39 bottleneck regions (these
gateway regions include many ports, airports and
train stations in metropolitan areas that may be
vulnerable to terrorism), and piracy is a growing
threats.

Manufacturing operations have been moved
from one emergent country to another as
costs in the first country rise relative to a
second more newly emerging country.

When Bangkok airport was forced to close in 2008
due to protests, it cost the Thai economy $8.5
billion. The underlying nature of transport risks
differ from many of the other risks posed to supply
chains, which are mostly natural catastrophes.
The primary cause of supply chain claims in the
transport and logistics industry is human error.

In one instance, the pressure to reduce transport
costs has actually also reduced risk, or rather
increased resilience, i.e. the ability to respond to
supply chain disruptions. Denmark’s Maersk Line®,
operator of the world’s largest container ship fleet,
now sails more ships, but at a slower speed to
conserve fuel (the round trip from Asia to Europe
and back used to take 56 days, it now takes 70
days). However, this means that if there is a supply
chain disruption, there is more stock already on
the ships and the ships can increase speed to help
make up any short-term inventory shortages.

However, moving production from country to
country in response to low costs can also go
in cycles. Manufacturing operations have been
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moved from one emergent country to another as
costs in the first country rise relative to a second
more newly emerging country. It can even turn

full circle — a British company, Symington, has
transferred its production of noodles from two
sites in China to Leeds in the UK because of rising
Chinese wage and freight costs®.

GlaxoSmithKline has repatriated some of its
manufacturing from an outsourced position in India
back to Scotland, for cost reasons®. A survey

by EEF (the UK Manufacturers’ Organisation)
found that 40% of respondents had brought

their production back in-house (reshoring), while
25% of companies had increased their use of
local suppliers (nearshoring)®. Reshoring or
nearshoring can also be driven by ‘green’ issues,
such as concern over the carbon footprint of
goods. (Supply chains may in future become more
‘regional’, rather than ‘global’.)

Competition and cost pressures (or ‘lean
sourcing’): Procurement focuses on cost and
quality, not risk. Procurement functions tend to
operate in ‘silos’, outside the normal purview of the
Chief Risk Officer®, and trying to drive cost out of
the supply chain often drives risk into the business.
This can lead to possible reliance on a few critical
suppliers (supplier consolidation) or even single-
sourcing.

As an illustration of balancing the potentially
conflicting pressures of cost against risk in a
supply chain, John Glenn, the first American to
orbit the earth and third American in space, said in
his retirement speech®:

“I guess the question I’'m asked most often is:
‘When you were sitting in that capsule listening

to the count-down, how did you feel?’ Well,

the answer to that is easy. | felt exactly how you
would feel if you were getting ready to launch and
knew you were sitting on top of two million parts
—all built by the lowest bidder on a government
contract.”

Production methods: The modern manufacturing
mantra centres around the philosophy of lean
manufacturing, including just-in-time delivery (or
zero inventory). Lean manufacturing is defined as a
production practice that considers the expenditure
of resources for any goal other than the creation of
value for the end customer to be wasteful and thus
a target for elimination®'.

The highest profile example of lean manufacturing
is the just-in-time (JIT) approach to manufacturing,
where the inventory of components held for
production operations is reduced to a minimum

in the pursuit of cost efficiencies, with fresh
supplies scheduled for delivery just when needed;
however, this means that if the supply of any such
component is disrupted, production has to be very
quickly halted, because there is no or very limited
buffer stock.

A pre-eminent exponent of the JIT approach is Dell
Computers, a pioneer in computer supply chain
management — but it had to issue profit warnings
on several occasions in earlier times when there
were interruptions in its supply chain, for instance
a fire in Japan in 1993 and an earthquake in Taiwan
in 1999.

Similarly, the pursuit of purchasing cost efficiencies
will encourage the sourcing of components from
fewer suppliers in order to obtain preferred supplier
or volume discounts, but again, this increases the
supply chain risk if one of these chosen suppliers
experiences production problems of their own for
any reason. According to Matthias Haller from St.
Gallen University, Switzerland, “economies of scale
always lead to diseconomies of risk”*.

Geographic clustering / local specialisation:
There are efficiencies for companies in the
same or similar industries to locate in the same
geographic region. This clustering of related
companies can give rise to production synergies
(e.g. leveraging sub-suppliers), jointly develops
specialised manufacturing and labour expertise,
and reduces transport costs — but increases
interdependence risk. For instance, Puerto Rico
produces a significant proportion of the world’s
pharmaceuticals, but is served by just one airline,
American Airlines®.

Geographic clustering can also heighten the
threats from natural catastrophes to that area of
expertise and/or technology - for instance, the
concentration of hard disk drive manufacturing in
Thailand. Nearly one-third of the world’s hard disk
drive manufacturing capacity was destroyed in the
Thai Chao Phraya floods in July 2011 (see case
study below), and production was not expected
to be back to normal levels for around a year,

by which time the main competitor, the solid-
state drive, would have permanently increased

its market share, and may even have taken the
majority of the market share*.

Airmic Technical



Size and complexity, criticality and vulnerability:
For many companies, supply chains have become
large and complex — Ford’s reliance on suppliers
was detailed above. Boeing’s commercial arm
handles more than 750 million aircraft parts a year,
from 1,200 companies operating 5,400 factories®.
Two further examples?®: (1) Swiss-Swedish
industrial group has 5,500 suppliers linked via data
networks and transport connections to assembly
factories globally; (2) in 2010, SKF of Sweden, the
biggest maker of industrial bearings, purchased
parts and materials worth about $5 billion from
more than 2,000 suppliers, co-ordinated by

1,000 supply planners in Belgium, Singapore

and Tennessee, and supported by 200 people

in Gothenburg, Shanghai, Mumbai and Chicago
handling global logistics.

Companies will often have multiple tiers of
suppliers — a tier-1 supplier being supplied by a
tier-2 supplier, and so on. A 2011 study by the
Business Continuity Institute’” found that 39% of
disruptions originated below the tier-1 supplier
(30% at a tier-2 supplier and 9% at a tier-3 or
higher supplier).

But perhaps the key aspect with regard to risk

is the criticality and vulnerability of a component
or service in the supply chain. It is not always
appreciated prior to a disruption that, in some
extreme cases, a component does not have any
ready substitute and is only produced at a single
location — for example, the loss of all production of
the pigment Xiraliic used in metallic paint for cars,
in the Japan earthquake / tsunami of 11 March
2011 (see case study below).

the key aspect with regard to risk is the
criticality and vulnerability of a component
or service in the supply chain

In a similar manner, not just companies, but entire
countries have become heavily exposed to imports
of supplies of not just fuels but also minerals (such
as rare-earth elements (REEs), which are used

in, and are critical to the operation of, high-tech
consumer products). The US Geological Survey
has reported® that, in 2013, the US was 100%
dependent on foreign sources for 17 mineral
commodities and more than 50% dependent

on foreign sources for at least 24 other mineral
commodities. In 1993, 38% of world production
of REEs came from China, 33% from the US,

12% from Australia, and 5% each from Malaysia
and India; however, by 2011, China had become
responsible for 97% of world production — giving
rise to substantial political risk in the supply chains
of many IT and communication products and
services.

Another issue that increases complexity and

risk is common dependencies. After the Japan
earthquake and tsunami in 2011, Toyota launched
a major review of its supply chain and discovered
that the tier-1 suppliers it thought were unrelated
actually relied on the same tier-2 suppliers, thus
creating dangerous common dependencies®.

Modern communications: The growth of the
internet and social media has increased the
pressures on supply chains. Any spreading of news
of potential shortages can lead to panic buying,
exacerbating any real or perceived shortages.
Similarly, stories (sourced by consumers, pressure
groups and others) about alleged product
deficiencies, poor labour conditions or other
unethical behaviour by any of the companies in the
various tiers of the supply chain can spread very
quickly and leave the ‘front’ company (high-street
retailer or brand name) being quickly put on the
back foot in dealing with criticism and damage to
its reputation.
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6. Summary of contributory causes and main impacts from case

studies

The seventeen case studies are each presented in the
Appendix. The case studies were chosen to illustrate a

variety of:

* |Initial events that triggered the supply chain
disruption — including natural perils (earthquake,
tsunami, flood, wind) and man-made perils (fire
& explosion, product design, insolvency, labour
problems, product contamination, environmental

issues).

e Contributory factors that exacerbated the scale of
the disruption — including dependence on a single
supplier, dependence on a clusters of suppliers
in the same geographic region, dependence on

Summary of triggers, contributory factors and main impacts of supply chain disruptions from case studies

transport infrastructure in the affected region,
dependence on utilities (such as power) and

telecommunications.

Main impacts on the companies and regions

affected by the disruption — including increase in
costs, reduction in sales, longer-term loss of market
share, fines or other actions by regulators or other

authorities, damage to brand and/or company

reputation.

The table below summarises the characteristics of each of
the case studies and rates the contributory factors and main

impacts under these classifications.

Event Japan . Boeing 787 Taiwan Chile Iceland ash Sandy

Thai floods -
. earthquake Dreamliner | earthquake | earthquake cloud superstorm

Trigger

EXpOSUFe to natural perll Navavs VA Vv N VY VY

Exposure to man-made v

peril

Contributory factors

Dependence on single W v Y

supplier

Dependence on cluster of s Y v

suppliers

Dependence on Iransport e N v VY v

infrastructure

Dependence on utilities, SN NN v e

telecoms

Main impacts

Increase in costs 4 vV vV v v vV vV

Loss / deferral of sales VAN VA v v v v v

Loss of market share s Y

Fines / action by A

regulators

Damage to brand / v

reputation
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